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PRINCIPLES OF CONFIDENTIALITY

ODERN society has rightly become worried about standards of confidentiality of

L personal information particularly when this involves individual health records.

This problem has been considered in detail by the British Medical Association in its

Planning Unit Report (1970) and the report of a working party of the Awards and

Ethical Committee of the Royal College of General Practitioners is published today
in this Journal.

Sir James Howie, at the 1970 annual conference of the Society of Medical Officers of
Health, suggested that ‘“ we must grow accustomed to the need to reconcile our duty
to preserve our patients’ real needs for confidentiality with the community’s equally
real needs for communication. With intelligence and goodwill the two needs should
not be in conflict. The pretence that they are always opposed can do nothing but harm—
harm to patients and harm to doctors .

Confidentiality in the clinical setting

This paper deals with the narrower issue of confidentiality in research. It does not
deal directly with the equally important aspects of confidentiality of information used
for administrative, social or political action.

Most records for research purposes begin as primary clinical records and we can
usefully begin by examining the bounds and problems of confidentiality in the clinical
context.

There is an ideal principle of confidentiality, that no information given in confidence
by a patient to his doctor should be disclosed to any third party without clear prior
permission of the patient. This covers disclosure by an act of omission as well as by
commission. Even in traditional clinical medicine, this principle has not been operative
since doctors made notes or kept clinical records of any kind. It has not been in
operation to the extent that some unauthorised third party might have gained access
to these records. Certainly in the past 50 yeats, since the complexity of medical care has
made secretarial assistance necessary, this principle has not applied.

It is now generally agreed that written records are essential for high-quality con-
tinuing medical care and their absence is an indication of less than optimum care.
We have long passed the point where the advantages of improved quality of care through
adequate written records have outweighed the improved confidentiality achieved by
storing medical information in the doctor’s head.

Records must be accessible to filing clerks and secretaries, unless the doctor does
his own filing and keeps his filing cabinets locked. Convention has decreed that the
balance between operational necessity and maximal confidentiality is achieved by a
compromise in which the doctor’s lay staff are bound ethically, but not legally, to
observe the same degree of confidentiality as the doctor. Ultimately, the doctor
accepts the final responsibility for any misuse of his records.

Generally speaking, unless an individual previously specifies in writing, by contract,
or states that information is confidential, a crime is committed by its disclosure to a
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third party only under certain circumstances. The information may constitute a libel or
may be slanderous. It may concern a debt. It may be covered by the Official Secrets
Act or other enactments that place a legally binding duty on the recipient to observe
confidentiality, for example, material disclosed during a national census.

Apart from criminal breaches of confidentiality there are breaches governed by
professional codes. For example, the professional code in medicine governs information
disclosed by a patient to a doctor during a consultation. Disclosure of such information
to a third party without the patient’s permission may constitute a breach of this code.
In the definition of ¢ may ’ lies the present problem of defining the bounds of confiden-
tiality in handling research records. ‘

Confidentiality of medical records depends ultimately on the honesty and integrity
of doctors and their staff. There will always be a compromise between operational
necessity and maximum confidentiality. The present situation in clinical medicine has
been summarised in an editorial in Public Health, 1970 about a conference of medical
officers of health: * There are two assumptions implicit in any passing of information,
first that the patient by accepting a treatment situation has given implicit consent, and,
second, that the non-medical agents such as doctors’ secretaries, who make com-
munications possible are, in fact, part of the doctors team ”.

The present discussions about confidentiality in a clinical context are, in effect, an .
attempt to define the acceptable limits of these two implications.

Confidentiality and research

It is just as necessary to strike a balance between operational necessity and maximal
confidentiality in the handling of data for research and administrative purposes as it is
for purely clinical purposes, though the criteria must be stricter because the patient may
not benefit from the disclosure.

Most medical research is based on the identification of correlations between events
affecting individuals and characteristics of individuals. Basic data for such research
are conventionally in the form of the consistent listing of the presence or absence of a
standard set of characteristics or events. Some, if not all, relate to individual patients
and are thought to be relevant to the problem.

The problem may be simply to identify statistical differences in the incidence of some
characteristics in relation to others, for example, the incidence of disease in the two sexes
and in different age, socio-economic or other groupings of consistently definable and
measurable characteristics of individuals or groups. At a higher level of sophistication
is the use of the null hypothesis to establish the probability, at a reasonable level of
confidence, that a given correlation can be accepted as not due simply to chance. For
example, standardised criteria are used for cure, improvement or successful moderation
of the natural history of a disease, in the therapeutic trial of a new drug, or other thera-
peutic or preventive procedures and measured against the effects of a placebo or currently
used alternatives.

The definition of acceptable limits for confidentiality in the clinical context can by
no means be assumed to hold automatically for the research context. However, there
are other factors involved in research which, paradoxically, may make it easier to define
acceptable limits for confidentiality. This paper is both an exploration of these factors
and an attempt to define the acceptable limits of confidentiality which are set by them.

Primary and secondéry records

The approach to this problem could be simplified if we made an operational distinction
between primary records about individual patients (or files of such records) and secondary
files or records.
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Primary records

Primary records or files are those from which the patients can be identified as an individual
and a primary user an individual who has the right of access to such files.

Secondary records

Secondary records or files are those from which the patient cannot be identified as an
individual except by reference to some other primary file. The secondary record relates
to an individual patient and it carries either no distinguishing characteristics or reference
to the individual or, at most, carries a coded reference to the individual.

Such a distinguishing reference or code is only necessary where additions are to
be made to the file from time to time or where information in the file has to be matched
or checked with other files. I would suggest that if this operational distinction can be
achieved in practice, it would be one way of resolving the present problem of defining
an acceptable formula for achieving reasonable confidentiality in any record system.

Special registers

There would have to be certain exceptions to this general classification for certain files
or registers brought into existence in the past to fulfil social, administrative, political
and even research needs, before the problems of confidentiality were fully appreciated
and where the information so acquired plays an important or even an essential part in
our everyday life. There are registration procedures for births, deaths and marriages, for
important diseases such as cancer, for congenital malformations, certain disabling
conditions, certain industrial diseases and therapeutic abortions.

Some of these registers were created by Act of Parliament or Statutory Instrument.
Supplementary enactments have more often taken the form of elaborating restrictions
on the uses of this information as public opinion has become increasingly aware of the
confidentiality issue. Where special enactment has brought certain registers into being
it also brought the right to use them for special purposes. It is surely implicit, if not
explicit, in such enactments that registers and files are set up in order that studies may
be carried out whose ultimate purpose is to discover causes and therefore also prevention
and cure of the conditions registered. There is surely no doubt that this trend will and
should continue also for those registers whose usefulness has been earned and is assured
by time but whose initiation was not hallowed by Parliamentary enactment.

Registers of this type which cannot conform to the all-or-none principle of distinction
between primary and secondary files, I shall call special registers. I suggest that they
continue to be used and administered by the bodies initially empowered to do so, within
the over-riding and final constraints of democratic parliamentary procedure where this
is felt to be necessary. Many such registers are now vested in the Registrar General.

I suggest that all such registers created in future should be lodged with the Office
of Population Censuses and Surveys.

The operational distinction between primary and secondary files would remove
any problem of the maintenance of confidentiality in the handling of: (a) secondary
files by anyone, for the patient cannot be identified anyway, and (b) primary files by the
doctor and his staff, for this is a conventionally acceptable compromise. All secondary
files must be prepared by processing primary files and this aspect now needs attention.

The principle elaborated here implies that only the primary user can ever convert
a secondary file prepared from his primary files back to a primary file from which the
patient can be identified. The strict adherence to this principle of using only an ad hoc
identifier, such as a serial number or Hogben number for each patient in the secondary
file, could preclude the addition of further additional data confidential to any other
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primary user about the same individual patient. This operational difficulty can only be
overcome by relying on the integrity and honesty of some third party who, however
temporarily, has access to the reference lists of both primary users and of the ad hoc
numbers for each patient.

All such data processing begins with a primary record or file somewhere. If this
record remains within the memory of the doctor or a member of his staff and a secondary
record is produced as the only record, there is no breach of confidentiality. This is the
case when a simple proforma is comipleted for example at the time of a doctor-patient
contact. This proforma may be filed with the clinical record and additional data added
at subsequent consultations. The proforma may be completed by the doctor or one of
his staff from information previously recorded in the patient’s clinical records or some
other primary record or file kept by the doctor.

Where subsequent reference back to the primary records may be necessary for
checking or addition of further data, the proforma may be uniquely numbered and a
cross reference of patients’ names and numbers stored as a primary file by the doctor.
This system is used in the prospective oral contraceptive study (Kay, 1970).

The secondary record- may be sent for further data processing only. For example,
material from a disease index may be processed to establish the incidence and prevalence
rates for various diseases by age, or socio-economic groups or by other consistently
recorded characteristics. This can occur providing that the disease index is created in
such a way that it is a secondary file.

In all these cases, completed proformas as secondary records can be sent to a third
party or stored outside the practice premises or both without any breach of confidentiality.

Potential or actual problems in maintaining confidentiality would only arise where
primary files have to be processed or stored outside the doctor’s premises or handled by
staff other than his own. Data processing involving mechanical aids such as punch-
card sorters or computers requires the input of data in the form of punched cards or
punched tape. Even where there is an intermediate stage involving a proforma it can
usually be arranged for the identity of the patient to be entered in a coded form immedi-
ately. In other words, the only individual who will have access to the primary file will
be the punch-card or punch-tape operator and this only at the moment of coding. We
can ensure that he or she will produce only coded information as output.

This point is being stressed because such skilled staff will seldom be employed
directly by a doctor although they may well be able to carry out the processing of
primary files into secondary files on his own premises. Even where this is not possible,
extensions of the allowable site of such data processing outside the practitioner’s surgery
should be acceptable, if the only output from the procedure will be a secondary file.

No ‘ data bank’ containing only secondary files is breaking confidentiality. The
operational procedure described here should be an acceptable compromise in the
balance between operational necessity and maximal confidentiality where it is not
possible to provide the coding clerk with secondary records containing only ad hoc
reference numbers, but where the resulting data bank is a secondary file to which
the doctor retains the cross reference file to the identity of the numbered individual
patients.

Data processing staff

It has never been felt necessary to ask data processing staff to sign an explicit declaration
or undertaking to maintain confidentiality, as for example is required for staff concerned
in any data processing involved in activities covered by the Official Secrets Act. However,
in principle, there is no reason why such staff should not do so. This would create
no operational difficulties and could lead to a clear statement of the significance of
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confidentiality. This should help the staff to understand and apply the principles of
confidentiality better. For example, the Research Unit of the Royal College of General
Practitioners ask all new staff to sign a * formal condition of employment * on acceptance.
This is similar to that used by Pereira Gray (1973) in his practice and includes the follow-
ing sentence:

¢ All information obtained about either the patients or the practice shall be kept
strictly confidential. Any breach of such confidentiality would be a serious
disciplinary offence carrying the penalty of dismissal.”

Data banks

The need for a data bank in the form of a primary file containing confidential clinical
information probably only exists where the data bank is also the total record for clinical
rather than research purposes. For those few research applications where the data bank
itself must be a primary file there seems to be no objection in principle to its use by a
third party, providing the prior permission of the patient has been obtained. On the
other hand, provided the primary user is satisfied by the steps taken to ensure con-
fidentiality at the interface before forming a secondary file from a primary file, there is
no ethical or legal need to obtain the patient’s permission.

It may be that blurring any distinction between use of clinical information for
research, social, administrative or political action has been the cause of much of the
current dispute. For example, the refusal of some doctors in Oxford to include clinical
details on standard Health Authority forms could be attributed to the fact that the
disclosed information could be used for purposes which have nothing to do with the
carefully considered explicit operational and clinical research programme.

These principles are not at variance with the transmission of names and addresses
of patients and abstracted data about their illnesses or other confidential data. We
have now clearly established that this is acceptable provided that the primary documents
or files return to the primary user after any data abstraction and computer procedure
is complete. Confidentiality would be further strengthened by only using staff of the
primary user or when this is not feasible, staff who have signed a legal undertaking to
observe confidentiality, as do the staff of the Office of Population Censuses and Surveys.

Other doctors

Traditionally, it has been accepted that another medically qualified individual on the
medical register (including, for example, doctors qualified abroad, on their own country’s
register, who possess medical, statistical or other non-medical skills appropriate to such
consultations) can see primary files without the patient’s express permission, so long
as the primary user has been satisfied that no misuse of confidentiality will result.
For example, a colleague may have a suspicion that some particular drug has unexpected
and unsuspected adverse reactions. He may wish to check his hypothesis by examining
additional representative clinical material. Many such initial hypotheses and con-
jectures are quickly eliminated and refuted by such simple initial enquiries.

This point of view was reinforced by the Medical Research Council’s (1973) statement
on confidentiality. However, the Medical Research Council suggested that this more
limited relaxation of complete confidentiality could be extended under certain circum-
stances to research workers who were not on the medical register but only:

(1) When working in collaboration with a medically qualified worker who will
take responsibility for confidentiality,

(2) Where there is no medically qualified collaborator, after the approval of the
Standing Committee has been obtained.



872 D. L. CROMBIE

The statement went on to say that, *“ where the personal collaboration of the subject
or patient is required, the right of the person approached to refuse it without giving a
reason must always be respected.”

They also said that ‘“ the over-riding consideration must always be that no harm
or distress will ensue for the individual and his family and that the doctor-patient
relationship will in no way be impaired. For this reason the Council has established for
its own purposes a committee to advise both its staff and supported workers who are
custodians of confidential data.”

The more rigorous principles outlined here, based on a sharp distinction between
primary and secondary files, are probably only essential when larger quantities of
confidential data are being handled.

" These limited extensions of the range of confidentiality suggested by the Medical
Research Council were in the context of a smaller study, involving smaller numbers of
patients and in particular applied where new data could only be acquired by direct
contact with a patient.

I hope to explore in a later paper the implications of these more rigorous principles
in the context of specific examples in the community care setting, especially the different
ways in which patients can be uniquely identified and also the ways in which primary
and secondary records of any one patient can be reliably linked and merged.

The status of special registers

The status of special registers, whether or not created by Act of Parliament, must now be
considered. These registers, defined here as special registers, have evolved during times
when national statistics were generally inadequate and unreliable and before the
problems of confidentiality were fully appreciated. In principle, it is reasonable to
propose that the request for setting up special registers should in future only be allowed
where the mechanism of primary and secondary registers is inadequate or where the
importance of some problem demands that answers be obtained at the earliest possible
moment. On the whole, most of the present special registers created in the past would
fulfil these special criteria. However, it has been found possible, for example, to mount
a large study to investigate the possible adverse effects of oral contraceptives by using
only secondary files (Kay, 1970).

In principle it seems appropriate to concentrate the responsibility for all Such
future special registers and files in one unit. If this body were the Office of Population
Censuses and Surveys, this would establish de jure what is already virtually de facto.

Practical problems

The problems associated with the features of such files and the rights and responsibilities

of those entrusted with their handling are then all concentrated functionally and physically

in one place. The purpose of the register can initially be clearly defined and its main
“use as a primary file for this specific purpose is then acknowledged without question.

Where the data are reconstituted as a secondary file, no problem of course can
arise. In any case, problems of confidentiality in the handling of the primary files only
arise when third parties have to search for other data than what is already included in the
registers, for example, questioning patients or close relations of a patient who is entered
in a cancer register about the possible associated events such as therapy, previous
occupations, environmental hazards or smoking habits. In such circumstances, question-
ing may have to be carried out with great care. For example, a registered individual may
be unaware that he has cancer.
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Lay staff

Traditionally it has been accepted that, provided this questioning is carried out by
someone medically qualified and aware of the emotional and ethical problems involved,
any breach of confidentiality is justified. In the end, the justification lies in the urgency
with which society needs the answer to the problem being investigated. It is at this
point that the system can be seen to contain its own controls, for Parliament would only
allow the creation of the registers and then only for specific problems, after weighing the
urgency of society’s needs against the acknowledged diminution of the principle of
confidentiality involved. In these circumstances, it would surely be acceptable for non-
medically qualified staff, suitably trained, to acquire the confidential data. In the end,
any abuse of their privileges would be the responsibility of the senior officer at the
Office of Population Censuses and Surveys.

These arguments and suggestions refer specifically to files and registers created for
research purposes. They do not refer to files and registers whose main purpose may be
concerned with political and social action or even to help administration, for example,
the register of therapeutic abortions maintained by the Department of Health and
Social Security and the notification of certain infectious and communicable diseases to
medical officers of health.

Item of service cards

This principle also applies to the primary files prepared by each of the provincial health
care agencies in Canada from the billing cards submitted by physicians for each con-
sultation or item of service. These files could obviously be the basis for a vast range of
research enquiry providing these billing-system files are converted into secondary files
by the elimination of the patient’s health care number or by the substitution of an ad hoc
number. Where the reference key is known only to the health care agency there can be no
breach of confidentiality. The Office of Population Censuses and Surveys will use a
similar system based on ad hoc numbers for the production of a secondary file from the
linkage of birth, death and other primary file records (Office of Population Censuses
and Surveys, 1973a).

Similar concepts apply for studies of the use of dental surgeons’ skills through data
supplied, e.g. to the Dental Estimates Board.

The concept of a secondary file will, in any case, allay real anxieties about the
use of confidential information gained for one purpose being used for another. This
could be achieved by placing a prior obligation, ethically if not legally, on anybody
other than the Office of Population Censuses and Surveys conducting research to confine
their data processing to secondary files. The problems of confidentiality are then
localised in space and time to the data processing at the primary/secondary file interface.

Defining the limits of acceptable standards of confidentiality at this interface has
been the main purpose of this paper.

CONFIDENTIALITY IN PRACTICE

It must already be clear that a distinction between principles and practice in this field
of confidentiality must be somewhat artificial.

In practice, the operational problems of matching, linking and merging data
cannot be considered in isolation from the problems of identifying patients and neither
of these from the role of medical care as a whole. For example, the construction of any
data bank as a basis for estimating the strength of any suspected correlations between
identifiable and identified attributes will require record linkage and a merging procedure.
In particular, the data to be merged must be reliably and consistently attributable to
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the same source. In medical research, this is usually one person or a defined group or
cohort of people.

This immediately raises the issue of a unique identification of patients that is specific
and exclusive. As in all other similar situations, an individual can only be uniquely
identified by reference to some finite universe of possible alternative individuals. In
practice, we arbitrarily restrict this universe to the smallest cohort which will consistently
and reliably contain the specified individual. The smaller the set of possible choices,
the greater the chance of achieving unique specification and the more economical the
means for achieving it. This principle of restricting the search to a sub-set of the total
universe implies a hierarchy in the structure of the universe. This also implies that any
one individual will be found consistently and reliably in only one sub-set. This introduces
its own problem of file structure and data transfer and these must be set against the
advantages of small sub-sets.

Importance of general-practitioner lists

There is one other practical problem. The integration of the National Health Service,
which takes place in April 1974, will give unique opportunities for developing information
services for rational management. However, this rational management must take place
within the restraints of the system and one of these has virtually been ignored in all
public statements. This restraint is that the NHS lists of patients registered with each
general practitioner constitute the only exclusive sub-set of the population where each
individual can be included in one, and only one, sub-set.

Not only this, but the information appropriate to that individual for operational,
administrative and clinical purposes should ideally be located at the point of maximal
use—the general practitioner’s consulting room. The concentration of all community
services in centralised group practice and health-centre buildings, beside the team of
professionals who will supply the services, demands this. Also the concept of primary and
continuing care dictates that all other clinical information derived from any other part
of the service, be incorporated in the patient’s primary record at this site.

A system which places its priorities for information, management and planning on
the primary needs of patients, must be organised on the basis of the individual patient.
The Blue Paper says this explicitly (Department of Health and Social Security, 1972).

This priority, with the implications spelt out here, is however at variance with any
system of planning which gives priority to geographically defined areas as its sub-units.
At the main level of regions and areas, no problems of incongruity of populations will
arise but this will not be so at district level. Here it will be essential that the basic planning
units are lists of individual patients registered with individual general practitioners and
not arbitrary groups of individuals residing at certain geographical locations. Any
insistence on planning with this geographical priority will make a nonsense of any
rational information system simply because the identity of the individuals will never be
known with any confidence except at the times of a national census.

It will also make a nonsense of the planning of teams, for the only co-ordinating
feature which matters for such teams in the community is that they should share the
problems of the same patient.

National numbering system

There are many other systems for identifying uniquely every individual in a population
the size of that of Great Britain. Undoubtedly, full surname and forenames, with date
of birth and place of birth (say by county or county borough), is still statistically most
nearly the ideal, if we confine the system to characteristics of the individual which are
already used by and shared with other parts of the social system.
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Apart from this, the most economic in terms of number of characters, and the only
one which can be guaranteed to be unique, is based on exclusive sets chosen from
alpha, numeric or alpha/numeric characters. An intermediate system which fulfills
both criteria is that used in Sweden where each individual is given a unique number at
birth consisting of the full date of birth and an ad hoc number allocated sequentially
according to the time of birth within that day.

There is also the unique national identity number first issued to each individual in
Great Britain in 1939 and perpetuated as the NHS number.

Confidentiality and systems of identifying patients

Where an ad hoc number is used to identify individuals in secondary files, there would be
practical difficulties in maintaining the relevant secondary file or data bank if any
subsequent up-dating procedures were needed. These difficulties would be proportional
to the total number of different individuals involved. Reliable up-dating could only
be achieved by reference back to the doctor who maintains the confidential primary
file and who has sole possession of the cross reference file for the ad hoc numbers for
each individual patient’s name. Such operational requirements would probably restrict
the usefulness of the system as so far described to studies involving files or sub-files
containing relatively small numbers of primary files, as for example, the prospective
oral contraceptive study (Kay, 1970).

The Hogben number

However, there is another possibility which could resolve this problem and also
allow the secondary file to be up-dated by other primary users while still retaining
confidentiality of the file and its secondary file status. This is a system using the Hogben
number, or one of its modifications, as the code for identifying the patient on one hand
and as a basis for matching and up-dating procedures on the other.

This was a numbering and identification system for individuals first introduced by
Hogben, Johnstone and Cross (1948), and Hogben and Cross (1948). It was based on a
code for the individual consisting of the first four letters of his surname and the full date
of birth. One major advantage of this coding system is that this code can be regenerated
at any time, since it is assumed that a patient’s surname and date of birth are always
available.

There is always the small possibility however that two individuals will have the
same Hogben number; for example, John Smith and James Smithers, both born on the
same day. However, this code could be reliably used to identify one unique individual
from all others in a population of 300,000 individual representatives of the population
in this country, for the chances of this occurring in a population of 300,000, the size of
a small Health Service area, is extremely small. Twins will also have the same number
and require a special additional rule for identifying them separately.

Any integrated record system using a Hogben number will inevitably fail unless
based on a basic file of the Hogben codes for each individual in the system. Any inform-
ation entering the file will be allocated by matching the Hogben code accompanying
the input with the corresponding code in the basic file. Providing the basic file was
complete and accurate when set up, inaccurate or inconsistent Hogben codes accompany-
ing input data will only find a match (which, of course, will be a wrong match) at rates
related to the size of the basic files and therefore populations. These rates will not be
the same as those of finding two individuals in any given population with the same code
since errors are likely to produce random variations in the code. For example, using a
Hogben number based on the full date of birth, the first three letters of the surname and
first letter of first forename, the chances of an inaccurate Hogben code making a false
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match in populations of 3,000, 30,000, 300,000 and 1,500,000 are relatively better than
11in 33,000, 1 in 3,300, 1 in 330 and 1 in 60 of such inaccurate entries. The corresponding
chances of finding two individuals having the same code are 1 in 700, 1 in 70, 1 in 7 and
1 in 1-4 respectively in the same populations.

While a ratio of 1 in 330 mismatches for inaccurate Hogben codes and even 1 in 1-4
for duplicate codes would be acceptable for statistical purposes 1 in 60 for mismatches
probably would not. However, the acceptable limit would also depend on the basic
rates for inaccurate Hogben codes in the input. Where this is as high as 15 per cent, as
found by Acheson (1967) at Oxford, the total rates for inaccurate allocations for the
populations of 300,000 would only be 1/60 x15/100 or 1/400 or 0-25 per cent. For
statistical purposes this higher ratio would be acceptable. If the error rate could be
reduced below five per cent as seems possible then a ratio of 1 in 60 mismatches would
mean a total error rate in the system of 1/60 x 20 or 1/1200, that is 0-8 per cent.

Size of operational units in the NHS

The populations happen to be the operational units in the NHS. The average list for a
general practitioner is a little less than 3,000 and for a group practice from 12,000-
30,000. A district hospital caters for a community of 100,000-300,000.

The populations of executive council areas have a greater variation and can be as
large as 1,500,000. However, within any executive-council area all patients who are
registered at all will also be allocated to the list or sub-population of one general
practitioner and these are suggested as the basis for the two subsidiary levels in the
coding hierarchy of the total coded file for the population of Great Britain as a whole.

The district hospital community and the populations served by a local authority are,
as already pointed out, neither stable nor as specifically definable as are the practice
lists and total executive council lists to enable the production of a basic coded file from
them. Each patient’s Hogben number would be accompanied by his doctor’s code
number when matching and merging data in files at district and regional level.

The small errors from mismatching of initially inaccurate Hogben codes in input
to the system described are acceptable for data processing for statistical purposes though
almost certainly not for an integrated clinical record system.

This system has the operational advantage that almost all inaccurately coded
identification data will be rejected immediately following initial attempts at computer
matching and can then be cross checked by other more laborious or time-consuming
methods. This has the operational advantage that the majority of errors are fed back
rapidly to their source. Not only is the individual who was responsible for the inaccurate
coding rapidly identified but the process is also more likely to lead to the necessary
adjustments in recording procedure to ensure high quality and reduction in error rates.

The principles elaborated here for a hierarchic structure of the basic file based on a
Hogben type number would also apply to an ad hoc numbering system. In particular,
a number with enough digits to identify uniquely each individual in the population of
Great Britain would contain enormous redundancy of information at the level of the
basic sub-files containing only 3,000 individuals, and any error in the number would be
very unlikely to find a match. The probability would be of the order of 3,000 in 50,000,000
or approximately 1 in 17,000.

Unfortunately there is no such simple numbering system nor is there any immediate
likelihood of one being introduced. At the moment, the NHS number, consisting of
alpha and numerical characters, is the only universal ad hoc numbering and identification
system available. Farmer and Cross (1973) have shown that it is possible to construct a
set of logical alogrithms for handling this number in automated systems but only with
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difficulty and the allocation of uneconomic amounts of core space. The only practical
basis for an integrated identification and filing system which fulfils the strict criteria for
confidentiality outlined here is the Hogben number. However, even if a national number-
ing system was initiated in future, it could easily be included in and grafted on to an
existing system based on Hogben numbers.

Other advantages of the Hogben number

The Hogben number however has yet other advantages over any ad hoc numbering
system. With the full Hogben number, the identification of an individual from his code
can only be reliably achieved if the restricted cohort of fully named individuals can be
used for cross reference. In other words, a file based on the Hogben number is virtually
a secondary file since it requires cross reference with a suitable sub-register of names
before the individual can be identified as such. This operational procedure is made
easier if the register of individuals is arranged not only alphabetically, but in years of
birth also. The age-sex registers in use by many family doctors are arranged in this way
and the disease index which they use is based on Hogben numbers for the identification
of their patients.

The potential for confidentiality from the use of a Hogben type number as the
identifier in a secondary file can be enhanced even further. The Hogben number can be
truncated to a point where the probability of finding a duplicate in a file of any given
size is of the order of the actual file size. For example, in our average practice population
sub-units of 3,000 individuals, the appropriate rates of approximately 1 in 3,000 could be
achieved by, omitting the day and month of the date of birth or alternatively two alpha
characters from the set of four.

The more truncated the code, the greater the confidentiality but also the greater the
chances of two individuals having the same truncated identification code or identifier
in any given file. Therefore all such files should be set up by matching successive
additions against all existing members of the file. Where a duplicate exists, and in any
case for identical twins, an additional ad hoc identification character will be needed in
that file for those individuals. Such truncated Hogben codes can be accompanied by
the current general practitioner’s code number at higher levels in the file hierarchy.

Data processing of such material outside the practice premises or by staff other
than the doctor’s own, can begin with what is already a secondary file. Even the use of
a patient’s full name in a disease index would be no breach of confidentiality if the data
processing carried out by punch-card, punch-tape or coding clerks resulted in a Hogben
type code as their output for further data processing or statistical analysis, or as output
to some data bank or computer based analytical system.

If this data bank already contained a list of the Hogben codes for each individual
patient in the total cohort for which the doctor was responsible or constituted the popu-
lation under study, then the coded input of confidential information could be allocated
to its place on the basic coded file of individuals. Also, and more important, any sub-
sequent data could be allocated within the computer system to the appropriate (coded)
individual’s record.

Such a system could receive contributions from other users and still maintain its
status as a secondary file. To achieve this, the coded age-sex registers from the various
primary users would be matched within the machine. Those codes which were shared
by more than one system would then be checked against the original age-sex registers
retained by the primary users to establish whether or not they were one and the same,
or two separate individuals. This is all that is needed for the maintenance of the
secondary file status of the data bank.

Such a secondary file could maintain its secondary file status and yet fulfil the
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potential for epidemiological research which everyone wishes. Such a system is operating
now as a basis for the National Morbidity Survey (Journal of the Royal College of General
Practitioners, 1971 ; Office of Population Censuses and Surveys, 1973b).

The confidentiality of the system resides in the separate age-sex registers which may
or may not match the others and be kept by each primary user as a primary file. Such
a system would enable data from hospitals, general practitioners, various social and
educational services to be combined and still maintain its ¢ secondary file’ status,
provided the only output from the system is either in the form of statistical tables
or, if as information about individuals, with all identifying codes or Hogben numbers
removed. Each user is entitled only to his own input as detailed output.

A further refinement would be to identify each individual by a new ad hoc number.
This number and the cross reference key would be known only to the processing agency.
The processing agency however would also be ignorant of the actual identity of any
individual but would consistently add further data as required at a later stage using
input identified by the primary user’s code as Hogben numbers.

The potential of an integrated system

Such an integrated identification and filing system would have other advantages.
It could form the basis for systematised automation of all executive-council procedures
and in particular for the registration of patients, for the calling-in and re-allocation of
NHS records, for many routine and administrative procedures and in particular the
payments to doctors for patients and staff, rental and other statutory reimbursements,
for the maintenance of the age-sex and other registers and, arising out of this, for the
monitoring and control of immunisation and vaccination and routine procedures.

Such a system is under trial now in the study practice at Harborne, Birmingham,
one of the two research practices of the Research Unit of the Royal College of General
Practitioners (Farmer and Cross, 1972). In that system, the patients are identified by
their full name and date of birth, their NHS number and an ad hoc number for economical
data processing within the practice file. The full name can be used as the information is
used for administrative purposes only.

Only when clinical data are added is there any need for confidentiality and the use
of the Hogben code or ad hoc number to identify the patient. This system therefore,
could be the basis for an integrated clinical record should such a record ever be shown
to have operational or clinical advantage over the present ad hoc system. At the moment
there is no indication that such an integrated record would have advantages, except
within the confines of the community care services outside the hospital and physically
centred on group-practice premises (Crombie and Pinsent, 1973).

This system, whether based on Hogben codes or ad hoc numbers, cannot be applied
to, and therefore would not eliminate the problems which result from multi-access and
multi-user situations where the data are stored in the computer as a primary file,
identifying the patient as an individual.

Integration of information from the census and from health care

The census file contains a range of information about the personal characteristics of
every individual resident in Great Britain on the last census day. This includes personal
characteristics such as occupation, place and type of housing, and size of family as well as
a range of other socio-economic data. As it stands it is a primary file, but selected parts
of the file could be converted into a secondary file, simply by using a Hogben number in
place of each individual’s full name and date of birth. Such a secondary file could then
be merged with the existing secondary files of the National Morbidity Survey using the
same Hogben number as identifier. The sub-sections of the census file chosen for this
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purpose would refer to those restricted geographic areas which include the practice
areas of the 106 general practitioners who participated in the National Morbidity Survey.

A similar procedure for matching and merging the same national morbidity survey
files with appropriate hospital advisory authority and hospital inpatient enquiry data
from the same geographical areas would provide a complete picture of the total use of
medical care by the cohort of individuals identified in the basic age-sex registers of the
recording doctors.

A system of this type mjght- obviate the problems encountered in the Essex and
Oxford studies (Baldwin and Doll, 1973) where primary clinical information is entered
into and identified in the main computer files by name.

We cannot anticipate all the possible research enquiries of the future, but it is likely
that most of them will be answered from selected data which need not refer to every
individual in the population of Great Britain. For example, detailed study of only
250,000 individuals provides a satisfactory basis for the present national morbidity
surveys, for the weekly returns service giving the up-dated weekly rates for the common
infectious and communicable diseases (Records and Statistics Unit, 1963) and for studies
like the recent retrospective study of thrombo-embolism and oral contraceptive usage
(Records Unit and Research Advisory Service, 1967), where the condition being studied
has an annual incidence rate exceeding about one per 1,000 individuals at risk.

The systems outlined here could maintain confidentiality with the enormous economy
which follows from using a sample.
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