Editorials

Giving patients online access to their records:

opportunities, challenges, and scope for service transformation

Many people use online applications to
communicate with friends, book travel
and hotels, order goods, organise diaries
and conduct their affairs. It is therefore
reasonable that patients may expect to
interact with their general practice online.
Internationally online access is provided by
some general medical services providers!
and in certain specialist areas.? While
many UK practices already have websites
for their patients that point them towards
online repeat prescription ordering,
appointment booking, and other services,?
few offer online access to records, the
NHS Operating Framework states less
than 1%. This is despite many primary care
computerised medical record systems
having the required functionality.

PATIENT ONLINE:

NHS POLICY FOR GENERAL PRACTICE
FROM 2015

The NHS Commissioning Board (NHS CB)
expects all general practices in England to
offer Patient Online services by 2015.% In this
context Patient Online describes patients
accessing services online; booking and
cancelling appointments, ordering repeat
prescriptions, communicating online with
the practice, and accessing their electronic
health record [EHR].

In 2012 The Royal College of General
Practitioners (RCGP] was commissioned
by the Department of Health to produce
guidance for patients and practices about
what Patient Online may mean for English
primary care. The RCGP response, in 2013,
has been published as 'Patient Online: The
Road Map'® The RCGP worked closely
with patient groups and professional
organisations to examine the pros and
cons of offering online services. The Road
Map describes the workload implications
of implementing these innovations, the
potential benefits to patient care and how
to mitigate risk and minimise harm and
the need for practice support, training
and education. It addresses patient safety
and legal concerns and includes a shared
risk register developed with the Caldicott
information governance review.® A linked
systematic review assessed the factors
which may affect the provision of online
access to EHRs and services, and the
impact of such access on the quality and
safety of health care is in progress.’

ACCESS TO RECORDS IS NOT NEW

In the UK patients have had the right of
access to their health records since the
1990s. This right is currently included within
the Data Protection Act and also in the
NHS constitution.® The Data Protection
Act makes GPs responsible, as Data
Controllers, for the accuracy, security and
confidentiality of the records they keep.
Generally GPs discharge their obligation to
provide a copy of data held by printing that
patient’s EHR and passing it to them.

OPPORTUNITIES AND CHALLENGES
FROM ONLINE ACCESS

Electronic access provides scope to use
services without waiting for the practice
to answer the phone; thus allowing
appointment booking to be done at
patient convenient times, and potentially
freeing-up reception time. Paper is not
a suitable medium for many people with
visual impairments, whereas electronic
records are accessible by using computers
with assistive-technology reading aids.
Online access to test results may reduce
demand on healthcare organisation time
but patients may need help to understand
results as the meaning and significance
of ‘normal’ and ‘abnormal’ ranges may
depend on the context. Supporting health
literacy will be important.

There are also benefits to patients of
sharing the record with someone else;
for example, family or carer, in terms of
offering support, as well as risks such as

inappropriate or coercive access to the
records. People with parental responsibility
for younger children normally have an
automatic right to access their children’s
records, and this is likely to be beneficial.?
Once children have the mental capacity,
parental access is only acceptable with the
child’'s permission.

Many health professionals and patient
groups have concerns about online access
to records. These concerns include the
potential for litigation-defensive practice,
the making of more extensive notes that
could be shared with the patient at the
time of crisis, the impact on the length of
consultations from the need to answer
email queries, the need to change the
way in which records are written, and the
risk of inappropriate access to third-party
information with risks around coercion in
the setting of domestic abuse.

OPPORTUNITY FOR MUTUAL
TRANSFORMATION

New technologies create challenges; they
force the ‘actors’ in a workplace to rethink
what they do.”® Managing this uncertainty
takes organisational improvisation, and
commitment. From a socio-technical
perspective we would expect mutual
transformation of the organisation,
clinical workflow and the technology from
the introduction of Patient Online." The
medical record changes from the role of
aide memoire of the clinician to a record
shared with their patient. The adoption of
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Patient Online may change the nature of
how the records are used, relationships
with patients and carers, and the recording
of interactions. Previous attempts to provide
online services, including patients” access
to summary records'? and of an outpatient
booking system intended to be used at the
point of care have not always been positive,
perhaps because their transformational
impact was not considered sufficiently.”®

Patient Online potentially offers benefits,
but practices will need help and training
in order to encourage wider uptake.
Success with Patient Online will come with
organisational flexibility, a commitment to
undertake any necessary transformation
of our working practices, and further
development of the technologies if
found lacking or to have unintended
consequences. Failure to recognise this
need for mutual transformation may result
in slow progress and have practitioners
retreat into defensive practice. One possible
strategy for practices is to implement one
or more elements described in the Road
Map?

Health services need to adapt in order
to take advantage of what IT can offer; the
implementation of Patient Online will be no
exception.
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